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Why RTown Real Estate  

Won’t Be the Source for Your Wire Instructions 

 
 

1. Criminals/hackers are trying to fake you into wiring money to them. 

 

2. Among other things, they hack into e-mail accounts of various service providers involved in a real estate 

transaction (e.g., title agents, mortgage brokers, real estate agents and lawyers) and send you e-mails that 

look like legitimate emails from the proper party, but instruct you to wire money to the accounts of the 

criminals.   

 

3.  Do not rely on e-mailed wiring instructions. 

 

4. We strongly recommend only relying on wiring instructions that come from a more secure source such as 

in person communication, a phone call that you initiated, or through secure mail or package services. 

 

5. Before you wire any funds to any party, personally call the intended recipient to confirm the accuracy of 

the ABA routing number, SWIFT code or credit account number. 

 

6. When you call the source of wiring instructions in steps 4 & 5, you should call a number that you know is 

the correct number.  You should not get that phone number from a source that can be easily forged (such 

as the phone number in an e-mail or a phone number from a website). 

 

7. MY BROKERAGE FIRM WILL NEVER PROVIDE YOU WIRING INSTRUCTIONS.  If you 

receive an e-mail providing wiring instruction that purport to come from us, it is a fraudulent e-mail.   

 

8. Don’t forget about generic identify theft.   Don’t put sensitive personal information in an e-mail or in an 

e-mail attachment. 

 

 

 

________________________________________  ________________________________________ 

Seller                                                         (Date)  Buyer               (Date)  

  

 

 

________________________________________  ________________________________________ 

Seller                                                        (Date)  Buyer               (Date) 
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	History ID: EF6ACCD1-50E5-4F77-9386-78493C97CA47
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	Details: {"ParticipantId":"14eaa78c-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Staci Thompson","ParticipantType":"RemoteSigner"}
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	Participant Sent: 11/14/2025 9:21:40 PM GMT
	Details: {"ParticipantId":"024ccc6e-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Mauricio A Quinones","ParticipantType":"RemoteSigner","ParticipantEmail":"aquinones1991@gmail.com","Subject":"Your signature is requested: 4815 Laporte Ave","Message":" Mauricio A Quinones, Staci Thompson staci@rtownre.com is inviting you to participate as a signing party in an Authentisign E-Signature document signing. "}
	History ID: 25E82AD9-A153-40D5-96BC-377EFD47BDFD

	Participant Sent: 11/14/2025 9:21:40 PM GMT
	Details: {"ParticipantId":"9641af86-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Rosario E. Quinones","ParticipantType":"RemoteSigner","ParticipantEmail":"mixteca13@hotmail.com","Subject":"Your signature is requested: 4815 Laporte Ave","Message":" Rosario E. Quinones, Staci Thompson staci@rtownre.com is inviting you to participate as a signing party in an Authentisign E-Signature document signing. "}
	History ID: 641D5919-DE23-4FFB-90CF-ED7C43873BBA

	Participant Sent: 11/14/2025 9:21:40 PM GMT
	Details: {"ParticipantId":"14eaa78c-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Staci Thompson","ParticipantType":"RemoteSigner","ParticipantEmail":"staci@rtownre.com","Subject":"Your signature is requested: 4815 Laporte Ave","Message":" Staci Thompson, Staci Thompson staci@rtownre.com is inviting you to participate as a signing party in an Authentisign E-Signature document signing. "}
	History ID: 213BEBCD-C3BB-498D-8FD6-A169B037A057
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	IP Address: ::ffff:10.141.14.133
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	IP Address: 10.9.1.21
	Details: {"ParticipantId":"14eaa78c-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Staci Thompson","ParticipantType":"RemoteSigner","CCDVersion":"https://secure.authentisign.com/assets/files/Authentisign_CCD_202106.pdf"}
	History ID: BC04C106-114E-4CA6-9AB1-1F79B5BF055F

	Participant TOS Accepted: 11/14/2025 9:32:17 PM GMT
	IP Address: 10.9.1.21
	Details: {"ParticipantId":"14eaa78c-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Staci Thompson","ParticipantType":"RemoteSigner","TOSVersion":"https://secure.authentisign.com/assets/files/Authentisign_TOS_202106.pdf","STAESPVersion":"https://secure.authentisign.com/assets/files/Authentisign_STAESP_202106.pdf"}
	History ID: 6702DC0A-6F7E-45CF-A2F2-5FC3807F5759

	Participant Accepted: 11/14/2025 9:32:17 PM GMT
	IP Address: 10.9.1.21
	Details: {"ParticipantId":"14eaa78c-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Staci Thompson","ParticipantType":"RemoteSigner"}
	History ID: BDA9D839-4641-4B2E-9FA7-5B9270B98C37

	Participant Authenticated: 11/14/2025 9:41:14 PM GMT
	IP Address: 10.9.1.14
	Details: {"ParticipantId":"9641af86-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Rosario E. Quinones","ParticipantType":"RemoteSigner","ParticipantEmail":"mixteca13@hotmail.com"}
	History ID: E6729416-5204-4114-96E9-1102C012F1FF

	Participant CCD Accepted: 11/14/2025 9:43:35 PM GMT
	IP Address: 10.9.1.34
	Details: {"ParticipantId":"9641af86-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Rosario Quinones","ParticipantType":"RemoteSigner","CCDVersion":"https://secure.authentisign.com/assets/files/Authentisign_CCD_202106.pdf"}
	History ID: 17516344-634D-47DD-863F-9913D97E19ED

	Participant TOS Accepted: 11/14/2025 9:43:35 PM GMT
	IP Address: 10.9.1.34
	Details: {"ParticipantId":"9641af86-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Rosario Quinones","ParticipantType":"RemoteSigner","TOSVersion":"https://secure.authentisign.com/assets/files/Authentisign_TOS_202106.pdf","STAESPVersion":"https://secure.authentisign.com/assets/files/Authentisign_STAESP_202106.pdf"}
	History ID: ABF457CC-36B8-418A-926C-09B110786124

	Participant Accepted: 11/14/2025 9:43:35 PM GMT
	IP Address: 10.9.1.34
	Details: {"ParticipantId":"9641af86-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Rosario Quinones","ParticipantType":"RemoteSigner"}
	History ID: F4C07C51-3095-48AC-AAFB-73AFA509D939

	Participant Authenticated: 11/14/2025 9:53:06 PM GMT
	IP Address: 10.9.1.18
	Details: {"ParticipantId":"024ccc6e-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Mauricio A Quinones","ParticipantType":"RemoteSigner","ParticipantEmail":"aquinones1991@gmail.com"}
	History ID: 161FCE1C-B631-4398-92B7-71660E7F1AD6

	Participant CCD Accepted: 11/14/2025 9:54:26 PM GMT
	IP Address: 10.9.1.18
	Details: {"ParticipantId":"024ccc6e-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Mauricio Quinones","ParticipantType":"RemoteSigner","CCDVersion":"https://secure.authentisign.com/assets/files/Authentisign_CCD_202106.pdf"}
	History ID: 33978E67-BFDF-45A1-AD78-E85564DF0464

	Participant TOS Accepted: 11/14/2025 9:54:26 PM GMT
	IP Address: 10.9.1.18
	Details: {"ParticipantId":"024ccc6e-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Mauricio Quinones","ParticipantType":"RemoteSigner","TOSVersion":"https://secure.authentisign.com/assets/files/Authentisign_TOS_202106.pdf","STAESPVersion":"https://secure.authentisign.com/assets/files/Authentisign_STAESP_202106.pdf"}
	History ID: D836701D-A701-49CF-B53B-947A94B72258

	Participant Accepted: 11/14/2025 9:54:26 PM GMT
	IP Address: 10.9.1.18
	Details: {"ParticipantId":"024ccc6e-9fc1-f011-8194-000d3a19fa82","ParticipantName":"Mauricio Quinones","ParticipantType":"RemoteSigner"}
	History ID: 98362F25-2281-4D60-B5F6-CE4CD5ACF00F

	Finalizing Signing: 11/14/2025 9:54:28 PM GMT
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	Details: {"SigningId":"ade0bd2c-9fc1-f011-8194-000d3a19fa82","SigningName":"4815 Laporte Ave"}
	History ID: 8A627443-A90B-4B58-991D-C3F12CD4D28E
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